DEFENSE INTELLIGENCE AGENCY 


WASHINGTON, D.C. 20301 


FOUO-67 ,435 /DS-6C3 28 AUG 1973 


MEMORANDUM FOR THE CHAIRMAN, SECURITY COMMITTEE, UNITED STATES 
INTELLIGENCE BOARD 


SUBJECT: Request for Declassification Review of DCID 1/7 


References: a. DoD Directive 5200.15, "Controlling the Dissemination 
and Use of Intelligence and Intelligence Information 
Produced by Members of the Intelligence Community" 
(FOUO) (Enclosure 1). 


b. OASD(C) memorandum, 16 August 1973, subject: DoD 
Directive 5200.15 (Enclosure 2). 


1. DoD Directive 5200.15 is the DoD implementation of DCID 1/7. The 
DoD Directive was published in 1962 as an unclassified document with 
the protective marking "FOR OFFICIAL USE ONLY." This Agency has been 
informed, reference b., above, of an Oklahoma Publishing Company 
request for public release of DoD 5200.15. Your attention is invited 
to the third paragraph of reference b. wherein it states the belief 
that DoD cannot legally withhold release of DoD Directive 5200.15 to 
the requestor. 


2. This Agency has recommended to the originator of reference b. 
that DoD Directive 5200.15 be withheld from public release until 
DGID 1/7 can be reviewed by USIB for possible declassification. 


3. Accordingly, it is requested that DCID 1/7 be reviewed for possible 
declassification, 


FOR THE DIRECTOR: 


STAT 


2 Enclosures a/s 


pr olonel, USA 


DIA Representative 
Security Committee 
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-\{ SUBJECT Controlling the Dissemination and Use of Intelligence and 
: intelligence Information Produced by Merabers of the 
_ Intelligence Community 


oe Reference: Dob Directive 5200 . fer "Safeguarding Officlar Inforsacicn 
4 in the Interests of the Defense of the United States” 


I. PURPORT 


Defense of the marking Ee em approved by the United Staves 
i Intellizerice Board (USr Por use by its member orgeniz.tions. 
Tae es system controls the dissemination eal use fae in- 


i Whigs Directive authorizes the adoption by the Department oF 
H 


ipoee member sie ani ations (escenced to peneineeter as the Tn. sihi- 
gence Community). 


Ii. APPLICABILILY 


in the Intelligence Community, and to other DoD ox: 
wnen they are reciplents of intelligence and inte: 
ormeation coatrolled under the marking sys tem estaol 
noes herein, DoD’ organizations not in the Intelligence Coctwekty 
wiLL continue to use markings est bebeeene? py the referencet 
directive above. ‘ 


| 
' | Yhe provisions of this Di rective apply to DoD orzc 
t 


Intelligence Come nity iheludes the Central Inteli-+get 
oe And eil invelligsace ce organizations of the Departrenv ¢ 

bei i ‘che “TA sparcment of State, the Federal Bureau of Investisetion, 
7: and the Atanic Energy Commission. 
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TI. DENTITION 
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“| Iv. PoLtcy 


A. TInselligence documents will be marked and of 
ancy with the instructions set forth in Ineics: : 
; Control markings presertoed herein wv til, be used in Lieu of 
i any other markings serving 4 similar purpose. 
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b. seclplents of intelligence or int elligence iaformation, 
they are in or-out of the Intelligence Community, will a 
‘the provisions of the max rkings. 


sure uniformity within the intel igence component azencies oP 
sete the procedures and markings set forth in Incicsure 1 shall 
sated In implementing regulations without change, two copies 
h shall be forwarded to the Assistant Seerétary of Defense 
ne oe within sixty (60) days from the effective date of this 
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this Directive is effective on issuance. 
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CONTROLS POR DISSEMINAVTON AND USE OF INTELLIGENCE 
AND TNDSLLIGENCE INFORMATION 


\ 
2. Phe controls aarings and procedures sect forth below sh 
an originating arency vc restrict the internal sas say 
intelligence and intelligence information by a r iving 
and to per mit, the dissemination of such information outsice cf 
siving agency. Such restrictive or permissive action chali be 


with the protection of intelligence, intelligence information, 
intelligence sources and methods involved. 


‘el controls Eee Sates or eens ice 


@ speci 
yirtue of the substance of the information itself or 
protection of intelligence sources and methods the 
viing(s) set forth below shall be placed upon the docwent 
J dissemina voce Wi Sens or outside the intelligence COmrun 
ard bouring any o rkings set forth in this Directive shalt 
be controlled etna By all Soe ents ih strict conformity with tne 


C 
reoul vements of this Directive. 
Intelligence Information 


a. Use in Finished Intelligence 


(1) In order to facilitate the maximum use of intel 
information, the intelligence components of tae USIE give 
consent’ that classified intelligence information not Sear: 
control markings may be used in a classified finished int 
document and disseminated as the producer of the Finisnec 
gence deems appropriate and necessary which mey. include 

* to foreign governments. 


(2) @he information, however, must be paraphrased and used 
in the text in a manner which effectively conceals the criginet: 
agency, the source, the place and date acquired and the mm 
acquisition; in addition, if disclosed to a foreign z 
reference shall be made to documents upon which the 
intelligence is based. 


(3) Exceptions to paragraph = a (2) above may be arranged 
between interested agencies. 


bd. Ovher Uses 
Intelligence information when quoted or extracted unless 
otherwise excepted may be used in digests, other documents ané ‘ 
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machine document storage systems provided control markings oF tne 
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5o used shall not be Cekeee eS GO Toreigva gover 1c without the 
permission of the agency orivinatiaeg the inforaution. 


Aocumre: 2:08 


re 


a4 


Under the conditions of piurusvann 3 4 (2) of this See? aa 
ance consent of the intelligence comvonents of USTB to use in 


er necessary, classifiec intelligence information not 
rol markings, except certain CIA designated Gocunentes , 
in release tO 0 foreiga goverments. 


wing markings shall be used for the control of intelli- 
nee information within the U.S. Government and to 


& DISSEMINATION WITHIN THE U.S. GOVERNMENT 


(1) WARNING NOTICE -- SENSITIVE SOURCES AND METHODS INVOLVED 


This marking shall be employed in the absence cof any 
other suitable marking to inform all recipients that the 
information ‘is sensitive end requires special controls end 
2 severely limited distribution. For the purpose of this 
marking, such intelligence is identified as that clessirieé 
intelligence, the unauthorized disclosure of which couwlé 
lead to counteraction (a) jeopardizing the continved 

“productivity of intelligence sources or methods which provi 
intelligence vitel to the national security or (b) offsetti 
‘ the value of intelligence vital to the national security. 


S 
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Document: The dissemination of the aeceee shall be 
: severely limited to those who have a clear 


a ' need-to-know. 
Use :. The control marking must carry over onto eny 


other document or publication in which the in- 
‘formation is incorporéted. All recipients, 
-whether the information is furnishéd to then 
orally, visually or in writing, umst be advi 
of the seasitivity of the information and = 
damaging effect to the nationel security it 
disglosed without authorization. The information 
shall not be disseminated outside of auvhori:z 
chennels or released publicly in any manner 
‘without the permission of the originating ac 
and an assessment by the appropriate Tate) i cence 
Chief as to the visks to the national security 
and to the methods involved. 
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This imurking schol .e woiliged where source prvtettloa, 


including the pron eG interests of 
would warrant Limiting the dissemination of the docwners. 
shis marking mey also be avplied for dissemination contro. 
purposes to assist in fdéentifying that intelligence material 
which by catezory or classification is by USIB-approved 
policy and other directives prohibited from dissemination to 
contractors 


Souress., 


Document: The dissemination of the document shall se linited 
to civilian employees and active duty military 
personnel within the intelligence components of 
the USIB member agencies, and to those senior 
officials of the member agencies who must ect 
upon the information. However, unless specizi 
cally controlled in accordance with parapy 
hereof the document may be released tc those 
components of the departments and egenciec os 
the U.S. Government directly vcarti 
the production of National Intelligence. 

IT SHALL NOT BE DISSEMINATED TO CONTRACTORS . 

It shall not -be dissemineted ie organizations 

‘or personnel, including consultants, under s 
contractual relationship to the U.S. Goverzment 
without the written permission of the origingtor. 
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Use ’ The information may be used in classified shee 
' intelligence without carrying over the conzursl 
marking provided the requirements of 3 a (2) above 
; are followed. i 
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(3) NO DISSEM ABROAD | : 


This marking. shall be employed to preclude the dis 
tion of a document outside the States of the Unitea Sts 
and the District of Columbia except as determined by the 
originator in order to satisfy special conditions. 


Document: The document shall not be disseminated ovisiae 
States of the United States and the ‘Districs of 
Colunbia. : 


Use 


oe 


The information may be used in class 
intelligence without carrying over + 
marking provided the requirements of pa 
-3.a (2) above are followed. 
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i shall be o:mployed to »sreclude the Inclusion 
Puna on in any other document or publication. 
ing is intended solely to control the use of the 


‘Document: This marking does not affect the dissemination 
i of the docowrent. ; 
Use : The information is nov to be included in any 
other document or publication. 
4 
q : ae Renee 
{ do. RELEASE TO FOREIGN G GOVERNMENTS - * 
j The policy and procedures for the release of classifiec 
H defense information to foreign governments are establisnea by wEG 
Presidential Directive of 23 September 1958, "Basic Policy 
Governing the Release or Classified Defense Information to Foreign 
; Governme nts," ss revised 23 April 1960. 
(1) Classified Intelligence Documents Not Eearing Control 
Markings \ 

Document: Classified intelligence documents even thoug: 
bear no control markings shall not be rel 
foreign govermments without the prior perm 
of the originating agency. 

Use : Information contained 

' documents not bearing , 
, be used in classified finished i See and 
*. ts . 
released to foreign goveraments in accordance 
with paragraph 3 a of this Directive. 

: (2) When the srisinatine agency predetermines that intelli- 
gence information must not be released in any form to foreign 
governments, the following marking shall ne etapLloyed: 

NO FOREIGN DISSEM 

- Document: The document must not be released to foreign 
governments. . 
* of a classified intelligence document, whether or 


a) 
AERTS shall be mace to U.S. employed, utilized or integrated 
atlonals without she permission of the originating agency. 
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publicati 
incorporated. 


o. My recipient agency or department desiring to use, a 


ng marize, diss Saeed or release a Goecwnent markea wits 
2 SOLED contrary to the limitation ge re control marking, x 
aes . of the originating agency. exmission from the oriciz 


in wnole or pars, any vellugenee or intel 
@& manner other than specified by the control m 
only to the specific purpose of the requester and does 
icaliy avply to all recipients of the information as originally 
unless the originating agency removes the control markings for the 
or all recipients. 


Nothing in this Directive shall supersede or - eugment the 
ae 
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the control, use and dissemination of Restricted Data, Fox 
Date, or special pen aa orojects made by or under 


divectives and Presidentic: eae de The corcrol markincs ond 
set forth above will mot coply to information criginetec cy tne 
urzau of Investigation as Ces Bureau has established contre s 
OVE! issemination and usé of its information. Further, these ms 
ao mot swoersede special indicators or project designators uoiliagec 2 
vorious departments and agencies for established distribution of nere 


8. This Directive dces not abrosate the control merkings 
nanus prior to 21 ASugust 1962 under authority ae “DCID ‘ 
11/15/54), These markings are: NOT RELEZASABIC 
NO DISSHM ABROAD, NSC PARTICIPATING ACENCIES ONLY, INEZERE 

"8 ONLY, LIMITED, CONTINUED CONTROL AND BACKGROUND USE ONLY. Any 
LBB CLOR cosecrnine these markings shall, in conformance with paracraza 6, 
weferred to the originating agency. 
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MEMORANDUM FOR THE CHIEF, COUNTERINTELLIGENCE AND SECURITY DIVISION 
DEFENSE INTELLIGENCE AGENCY 


SUBJECT: DoD Directive 5200.15, "Controlling the Dissemination and 
Use of Intelligence and Intelligence Information Produced 
by Members of the Intelligence Community" 


A representative of the Oklahoma Publishing Company has requested 
that he be provided with a copy of DoD Directive 5200.15. This 
office is the nominal proponent of the Directive; however, the 
subject matter is under the cognizance of the Defense Intelligence 
Agency. , 

Although the Directive is marked, "For Official Use Only," it may be 
withheld from a requestor only if it qualifies under one or more 

of the express exemptions of the Freedom of Information Act (5 USC 
552). These exemptions are set forth, with some amplification, in 
Section VIII of DoD Directive 5400.7, "Availability to the Public of 
Department of Defense Information," 


In our view, none of the information contained in DoD Directive 5200. 
15 falls within any exemption which would permit the DoD to withhold 

a release, and thus, the FOUO designation is without a legal basis and 
should be cancelled, : 


Please inform us whether you share our views on cancellation of the 
FOUO marking and release of the Directive. Should you object to can- 
cellation of the marking and release, please provide us with your 
rationale, 


In view of the limited time available for a final determination under 
the Freedom of Information Act, as implemented by Administrative In- 
struction No. 73, it would be appreciated if we could receive your 
reply on or before August 20, 1973. 


Charles M. Trammell, Jr. 
Director 
Security Plans and Programs Directorate 
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Remarks: 


This action requesting declassification 
of DCID 1/7 should have been sent to the USIB. 
However, since SECOM eventually would have 
received the requirement for declassification 
review, it is recommended that it be placed on 
the September Agen 
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